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WHAT WILL BE COVERED?

▪What is the Control Environment?

▪Pandemic Impact on the Control 

Environment.

▪ The “New Normal” and Opportunities of 

the Control Environment.  

▪Operational Considerations.

2

CONTROL ENVIRONMENT

▪ Control Environment describes the overall 

attitude, awareness, and actions of leadership 

regarding the internal control system and its 

importance to the entity.

DEFINITION
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CONTROL ENVIRONMENT

▪ The control environment reflects the values of an organization—the 

atmosphere in which people conduct their activities and carry out 

their control responsibilities.

▪ An effective control environment is defined as an environment in 

which competent people understand their responsibilities, the 

limits of their authority, and are knowledgeable, mindful and 

committed to doing what is right and doing it the right way.

▪ Employees in this environment are committed to following an 

organization's policies and procedures, and its ethical and 

behavioral standards.

▪ The control environment encompasses technical competence and 

ethical commitment. It is an intangible factor that is essential to 

effective internal control.

EXPANDING ON THE DEFINITION
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CONTROL ENVIRONMENT

▪ In 1985, Committee of Sponsoring Organizations of the 

Treadway Commission (COSO) began as a private sector 

initiative to investigate the causal factors that lead to 

fraudulent financial reporting as a result of a number of 

accounting scandals in the 1970s and mid-1980s. This 

initiative was termed the National Commission on Fraudulent 

Financial Reporting; the first president of the Commission was 

James C. Treadway, Jr., a former Commissioner of the US 

Securities and Exchange Commission, and therefore the 

initiative was commonly called the "Treadway Commission".

ORIGIN
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CONTROL ENVIRONMENT

▪ U.S. Government Accountability Office (GAO) developed the

Standards for Internal Control in the Federal Government 

(aka “The Green Book”) sets the standards for an effective 

internal control system for federal agencies and provides the 

overall framework for designing, implementing, and operating 

an effective internal control system.

▪ Control Environment is the first standard of Internal Control.

ORIGIN
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CONTROL ENVIRONMENT
ORIGIN – INTERNAL CONTROL STANDARDS
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CONTROL ENVIRONMENT
ORIGIN – INTERNAL CONTROL STANDARDS
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CONTROL ENVIRONMENT

▪ Five Principles of the Control Environment:

– Integrity and Ethical Values.

–Commitment to Competence.

– Leadership Philosophy and Operating 

Style.

–Organization’s Delegation of Authority 

and Responsibility. 

–Creates Organizational Structure and 

Develops Staff. 

ORIGIN – CONTROL ENVIRONMENT PRINCIPLES
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CONTROL ENVIRONMENT
ORIGIN – CONTROL ENVIRONMENT PRINCIPLES
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CONTROL ENVIRONMENT

▪ These principles are important under normal 

circumstances but have become especially 

important due to the pandemic.

▪ How do you ensure these important principles 

are maintained:

–Within your own organizations?

–Within organizations you have oversight 

responsibilities for?

ORIGIN – CONTROL ENVIRONMENT PRINCIPLES
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CONTROL ENVIRONMENT

▪ Establish and effectively communicate written policies and 

procedures, a code of ethics and standards of conduct.

▪ Behave in an ethical manner, creating a positive tone "at the top."

▪ Require the same standard of conduct from everyone in the 

organization.

▪ To set the tone, management should foster a strong environment 

that encourages:

– The highest levels of integrity and personal and professional 

standards.

– A leadership philosophy and operating style that promote 

internal control throughout the organization.

– Assignment of authority and responsibility.

ORIGIN – CONTROL ENVIRONMENT PRINCIPLES 
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CONTROL ENVIRONMENT 

➢ Congress and two administrations have passed multiple 

pieces of legislation during the last few years to combat the 

affects of the COVID-19 pandemic.

➢ Unprecedented amounts of funding for relief efforts.

➢ By comparison:

o American Recovery and Reinvestment Act of 2009 

(ARRA). 

✓ $831 Billion ($663B in actual outlays; $168B 

unused).

o COVID Relief - $5 Trillion = ~6X ARRA funding!

WHY IMPORTANT NOW? COVID RELIEF FUNDING
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CONTROL ENVIRONMENT

TOTAL COVID Related Funding -$5  Trillion

➢ Coronavirus Aid, Relief, and Economic Stability Act (“CARES 

Act”); signed March 27, 2020 - $2.2 Trillion.

➢ Coronavirus Response and Relief Supplemental 

Appropriations Act of 2021 (“CRSSA”) - $900 Billion of the 

$2.3 Trillion Consolidated Appropriations Act, 2021 (H.R. 

133 aka the FY 2021 Federal Budget); signed December 

27, 2020.

➢ American Rescue Plan Act of 2021 (“ARP”); signed March 

11, 2021 - $1.9 Trillion.

WHY IMPORTANT NOW? COVID RELIEF FUNDING
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CONTROL ENVIRONMENT

➢ CARES Act - $30.75 Billion

o ESSER I - $13.2 Billion

o GEER  I – $   3-4.05 Billion

o HEERF I - $14 Billion

➢ CRSSA - $81.88 Billion

o ESSER II - $54.3 Billion

o GEER  II – $  1.3 Billion

o HEERF II - $21 Billion

o CRSSA EANS - $2.75 Billion

➢ ARP Act - $122 Billion

o Initial States Allocations - $81Billion 

TOTAL ED Program Funding - $234.63 Billion*

*Upward of  $275 Billion

WHY IMPORTANT NOW? COVID RELIEF FUNDING
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CONTROL ENVIRONMENT

▪ Oversight Organizations and Agencies have 

increased their oversight of the use of the Covid 

Relief Funds:

– ED’s Office of Inspector General

– General Accountability Office

– State and Local Auditors

– News and Press

– Law Enforcement Agencies – FBI and Others

WHY IMPORTANT NOW? COVID RELIEF FUNDING
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CONTROL ENVIRONMENT
THE “NEW NORMAL”
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▪ Current uncertainty continues to evolve, making it difficult for 

organizations to evaluate the impact on their control 

environments.

▪ As organizations move to remote operations, or need to 

modify their workforce, an assessment over the control 

environment is required to determine if it is operating 

effectively.

▪ These changes can impact the overall control environment 

including the design and operation of controls. The question 

organizations should be asking themselves is “How has your 

control environment been impacted?” 

PANDEMIC IMPACT ON CONTROL ENVIRONMENT

▪ Remote-working arrangements may result in significant 

changes to the way internal controls are executed.

▪ Remote-working arrangements may result in reduced 

oversight and communication across the organization.

▪ Lack of continued education and training sessions may lead to 

miscommunication on how to consistently execute internal 

controls or apply organizational policies.

▪ Contingency plans are not in place for key personnel who 

execute internal controls.

THE “NEW NORMAL”
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CONTROL ENVIRONMENT

▪ Noncompliance with organizational policies or applicable 

accounting standards, laws and regulations may increase.

▪ New controls may not be implemented, or current controls are 

not revised to account for remote workforces ( e.g., increased 

access to systems or applications, etc.)

▪ Increased user access or changes in employee job 

responsibilities may result in segregation-of-duties conflicts.

▪ Additional unforeseen or unintended risks may arise that 

impact the organization. 

THE “NEW NORMAL”
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CONTROL ENVIRONMENT

▪ Reassessing internal controls, especially the control 

environment, takes on a whole new meaning in a hybrid work 

environment. 

▪ What proved successful in the past may now result in control 

gaps when taking into consideration new risks, such as a 

remote work environment, digital reviews/approvals and 

virtual documentation. 

▪ Internal controls should be reassessed to determine if current 

existing controls are in fact targeting the specific risks now at 

hand.

OPERATIONAL CONSIDERATIONS
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CONTROL ENVIRONMENT

▪ Organizations may have to make changes in order to use the 

information and resources available to them in a virtual 

environment. This could result in changes in both operational and 

financial policies and the need to implement new policies. 

▪ Roles, responsibilities, and attitudes may have to be adjusted.

▪ Contingency plans may have to be formulated in response to 

the new risks that have arisen.

▪ For many organizations, controls around government grant funds 

may need to be enhanced. 

▪ Current system capabilities may have to be explored to 

determine if there is the potential to automate controls. The 

overall implementation of amended controls is essential to 

thriving in this changing work environment.  

OPERATIONAL CONSIDERATIONS
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CONTROL ENVIRONMENT

▪ Strengthen segregation of duties. Segregation of duties is 

often a challenge for organizations, depending on their size 

and complexity-the smaller the size, the bigger the challenge.

▪ This challenge has intensified even more during the pandemic, 

where the separation of duties, which may have been 

enforced before, now appears less pragmatic when parties 

are working remotely, and circumstances are constantly 

changing. 

OPERATIONAL CONSIDERATIONS
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CONTROL ENVIRONMENT

▪ Questions such as "who is establishing the controls and who is 

monitoring them?" need to be revisited.

▪ For instance, in a virtual environment, is management able to 

clearly distinguish between who holds physical custody of an 

asset versus who does record keeping for that asset? 

Furthermore, who has the authorization to approve transactions? 

▪ Leveraging technology to enhance controls is one way to assist in 

clearly distinguishing between roles and responsibilities. 

▪ Technology can provide collaboration tools and additional 

layers of approval that can help ensure that controls are 

enforced, and appropriate segregation of duties is maintained.  

OPERATIONAL CONSIDERATIONS
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SUMMARY

▪ Assessing the Control Environment is an 

important consideration for ensuring the 

effective stewardship of Federal funds.

▪ The attitudes exhibited by leadership 

responsible for proper use of Federal funds is 

critical.

▪ Adapting the Control Environment, especially 

during disruptive circumstances, is essential to 

organizational stability.     

24



11/18/2022

9

QUESTIONS & COMMENTS
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Further Questions or Need Assistance:

mark.robinson@ed.gov

THANK YOU!

mailto:Mark.Robinson@ed.gov

